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Eastern Community Legal Centre acknowledges the Traditional Custodians of the lands on which this submission
was written, the Wurundjeri people of the Kulin nation, and pays respect to Elders past, present and emerging.
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Summary of recommendations — Eastern Community Legal Centre
The following recommendations relate to financial elder abuse and apply to banks unless indicated otherwise.

1. The prevalence and impact of financial abuse

(a)

The approaches taken by financial institutions to identify, record and report financial abuse, and any

inconsistencies arising therein

1. | More comprehensive training for banking staff Banking staff should receive training on:
e how to identify ‘red flags’ of elder abuse and what steps to take if identified
e how interactions between the bank may impact on the older customers’ safety and how to limit this risk
e decision-making capacity and supported decision-making
2. | Focus on one-on-one interactions with older customers Banking staff should seek to interact directly with older
customers rather than their family members, friends or carers
3. | Independent interpreters for older customers Independent interpreters should be required for older customers who are
not proficient in English
4. | Recording abuse Interactions that may indicate a risk of financial abuse should be recorded consistently
5. | Escalation procedures Escalation procedures should be implemented for all banks to determine approach to managing
financial elder abuse
6. | Amendments to the Code The Code should be amended to include provisions directly relating to elder abuse and detail
the steps member banks will take to prevent financial elder abuse
7. | Supported decision-making Banks should adopt mandatory best practice principles in supported decision-making
8. | Referrals and support options Banks should have hard-copy resources with referral options for older customers

(b) the impact of the shift of financial products to online platforms

9. | Face-to-face and telephone services Banks should provide face-to-face and phone support for older customers

10. | Voluntary ‘opt-in’ online services Online banking should be opt-in and banks should not encourage older customers to get
online services if they are not confident using them

11. | Warnings about getting help from loved ones Banks should provide warnings to customers about the risks of financial
abuse if they seek support from family and friends with online banking

12. | Proactive steps to prevent romance scams Banks should continue to take more proactive steps in respect of romance

scams

(c) any other contributory factors

13. | Guaranteed referrals to vulnerable persons teams & equitable responses Banks should refer all people or representatives
of people experiencing elder abuse, who require ongoing support from the bank, to a vulnerable persons team that has
had specialised training in elder abuse. Banks should otherwise ensure all such customers or representatives receive an
equitable and consistent response when seeking support with financial elder abuse

14. | Longer archived records Banks should be required to retain customers’ financial records for longer than 7 years to support

people who have experienced historical financial abuse

2. The effectiveness of existing legislation, common law, and regulatory arrangements that govern the

abi

lity of financial institutions to prevent and respond to financial abuse

15.

Liability for unauthorised transactions Banks should not be precluded from liability for losses caused by unauthorised
transactions simply because the customer (a victim-survivor) provided their banking details to another party (the
perpetrator) which were then used for an unauthorised transaction

3. Other potential areas for reform, such as prevention, protection, and proactive systems

16. | Better use of suspicious activity monitoring Banks should increase use of suspicious activity monitoring technology to
detect financial elder abuse, drawing lessons from other contexts including anti-money laundering and scams
17.| Banks should be accountable for failing to detect red flags of elder abuse Banks should be liable for customers’ losses

where they have failed to take reasonable steps to identify suspicious transactions
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18. | EPOA register and harmonisation the Commonwealth Government should act urgently to harmonise EPOA laws and

establish a national EPOA register

19. | Modelling best practice in government services the Commonwealth Government should model best practice in

preventing and responding to financial elder abuse on government services and platforms (particularly MyGov)

20. | Investment in specialist services, early intervention, and primary prevention: Government at all levels should:

a) increase funding for specialist elder abuse financial counsellors in community legal centres and elsewhere;

b) increase funding for community legal centres to deliver specialist multidisciplinary elder abuse services;

c) increase funding for long-term primary prevention initiatives including further research into the drivers of elder
abuse and ageism;

d) investin a National Primary Prevention Framework in the context of elder abuse;

e) increase awareness raising campaigns around elder abuse; and

f)  provide dedicated funding for community education about elder abuse, the law, rights, and where to get help.
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About Eastern Community Legal Centre

Eastern Community Legal Centre (ECLC) welcomes the opportunity to respond to the Inquiry into Financial
Services regulatory framework into financial abuse. This submission will focus specifically on financial abuse
perpetrated upon older people - a significant form of elder abuse.

ECLC is a multidisciplinary legal service that works to prevent problems, progress fair outcomes and support
the wellbeing and resilience of communities and community members in Melbourne’s East. ECLC has been
running for 50 years and has over 15 years’ experience working in elder abuse prevention and response.
Community legal centres (CLCs) such as ECLC play a critical role in preventing, raising awareness of, and
responding to financial abuse including financial elder abuse.

The content of this submission is largely informed by the client experiences of ECLC’s Elder Abuse Response
Programs ROSE (Rights of Seniors in the East) and ELSA (Engaging and Living Safely and Autonomously).' The
multidisciplinary programs consist of community lawyers, elder abuse advocates (typically social workers),
financial counsellors, and specialised intake, education, and partnerships staff. A successful independent
evaluation of the programs is available here. ECLC also invests significantly in elder abuse primary prevention
and early intervention initiatives. More information is available here.

Overview

4.

Over the past 4 years, ECLC’s Elder Abuse Response Programs have assisted more than 200 clients
experiencing elder abuse. More than 65 per cent - or 136 - of those clients experienced financial abuse.
Financial abuse was often experienced alongside other forms of abuse including psychological abuse, neglect,
and physical abuse.

ECLC has a unique perspective given that in addition to community lawyers, elder abuse advocates, and
others, it employs financial counsellors who are specialists in elder abuse and who commonly interact with
banks and insurers regarding financial elder abuse. This is uncommon - ECLC is not aware of any other CLCs
that employ specialist elder abuse financial counsellors.

In ECLC’s experience, some common examples of financial elder abuse, where it intersects with financial
services, are when an adult child or other relative or trusted person:

a. steals an older person’s bank card and withdraws their money without permission;

b. uses an older person’s online banking account details and makes unauthorised transactions;

c. misuses an Enduring Power of Attorney (where they have been appointed by an older person) and
withdraws money or makes unauthorised transactions for their own benefit rather than that of the
principal (older person);

d. applies for an online loan or credit card in the name of their older parent or relative without their
permission, accruing debt in the older person’s name without their knowledge, and leaving the older

person with significant debt; or

e. tricks or coerces an older person into getting an unwanted loan or a credit card.
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Despite some positive experiences in terms of how banks respond to potential or actual financial elder abuse,
in ECLC’s view there are many opportunities for banks to increase their proficiency in this area.

Banks and banking products can be used as a conduit for abuse. But banks are also uniquely placed to have a
significant positive impact on older people who are experiencing or at risk of financial abuse. The way banks
act in preventing or responding to financial elder abuse (or don’t act, as the case may be) can have a seismic
impact on an older person’s experience, wellbeing, and future.

Responses to Terms of Reference

10.

11.

12.

1. The prevalence and impact of financial abuse

The prevalence and impact of financial elder abuse is common, profound and well-evidenced. This submission
does not purport to speak generally to the prevalence of financial elder abuse but notes that a number of
submissions made to this Inquiry provide a comprehensive overview in this regard.”

a) The approaches taken by financial institutions to identify, record and report financial abuse, and
any inconsistencies arising therein

ECLC's Elder Abuse Response Programs regularly interact with banks directly on behalf of clients experiencing
financial elder abuse. In addition, ECLC regularly hears accounts from elder abuse clients about their
interactions with their banks in circumstances where financial elder abuse was present.

In ECLC’s experience, although there have been some systemic improvements to the way banks identify,
record and report financial elder abuse over time, there are still inconsistencies and room for improvement.

The Banking Code of Practice (Code), published by the Australian Banking Association (ABA), sets out
standards of practice and service for member banks in the Australian banking industry. The Code does not
include provisions specifically directed at financial elder abuse. However, in response to increasing awareness
of financial elder abuse the ABA has:

a. published the Safe and Savvy Guide'” which highlights the different forms of, and provides useful
resources to prevent, financial elder abuse;

b. made recommendations in its industry guideline ‘Preventing and responding to financial abuse (including
elder financial abuse)’" for banks to:

i. be aware of the potential warning signs of financial abuse;
ii. develop internal guidelines and procedures to take reasonable steps to identify and prevent financial
abuse, including by:
1. helping customers to manage their own finances; and
2. make it easier for customers to communicate with the bank;

iii. provide clear guidance to staff on the use of powers of attorney and authority;

iv. investigate ways to identify potential financial abuse using digital platforms; and
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v. provide appropriate employee training and awareness policies.

13. ECLC recognises that financial institutions have responded to financial elder abuse by implementing
recommendations made by the ABA. For example, some banks have online webpages dedicated at promoting
aware of financial elder abuse in accordance with the ABA’s Safe and Savvy Guide, and some have committed
to training staff in relation to financial abuse and updating their terms of and conditions to provide staff with
greater discretion in dealing with perpetrators of financial abuse.

14. In ECLC’s experience however, there are inconsistent practices across different banks, branches, and even
individual staff members within the same bank as to what approach is taken to identifying, recording, and
responding to ‘red flags’ of financial elder abuse. For example:

a. ECLC has had positive experiences with banking staff, including vulnerable persons teams, where bank
staff members have been trained in identifying financial elder abuse and have ‘stepped in’ proactively to
prevent financial elder abuse from occurring (see client story 1, below); and

b. On other occasions, ECLC has observed banks failing to identify financial elder abuse and allowing it to go
on unchecked, despite there being significant ‘red flags’ (see client story 2, below); and

¢. Insome instances, banks have been receptive and helpful when ECLC has made a request on behalf of a
client to take proactive or protective steps, particularly when such a request was made by ECLC’s financial
counsellor (for example, pausing a bank card or transactions on an account where financial abuse has
occurred or is suspected to occur, see client story 3, below).

Client story 1 - Mary
Mary is an 83 year old woman.

Mary had recently gone into her bank branch accompanied by her 54 year old daughter. Both of them went up to
the counter to speak with the teller. Mary’s daughter asked the teller to withdraw $1000 from Mary’s account for
medical expenses. The teller said she would need to speak to Mary one-on-one without her daughter present.

When Mary and the teller were alone, the teller asked Mary if she needed the money for medical expenses. She
said no. The teller then asked if her daughter was pressuring her to withdraw the money from her account. Mary
said yes. The teller said that Mary didn’t need to give her money to her daughter, and discussed with Mary what
to do next. Mary asked the teller to tell her daughter that she was unable to withdraw the funds today. The
daughter got angry and frustrated but they ultimately left.

Mary was then referred to Eastern Community Legal Centre’s Elder Abuse Response Programs. Acting on Mary’s
instructions, the community lawyer called the bank and asked them to place a note on Mary’s account advising
the bank not to speak to Mary’s daughter on behalf of Mary. The bank advised the community lawyer that there
was already a note to that effect that the teller had made.
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Client story 2 - Deb

Deb was a 76 year old woman who attended her local bank branch with her adult granddaughter, who was
perpetrating elder abuse against her at the time.

While at the counter, Deb’s granddaughter repeatedly asked the teller to be given access to Deb’s online banking
information (saying that she would like to ‘help’ her grandmother.)

Deb repeatedly and assertively told the teller not to give her granddaughter access to her online banking or
accounts.

The teller did not attempt to talk to Deb separately, did not escalate the matter, and did not take any action in
respect of the risk of financial elder abuse or the granddaughter’s behaviour towards Deb. If it wasn’t for Deb’s
advocacy, it seems likely that the teller would have given her granddaughter the information she requested.

Her granddaughter went on to steal some of Deb’s valuable personal belongings, but she could not access Deb’s
bank account. Eastern Community Legal Centre’s Elder Abuse Response Program supported Deb with her legal,
social and financial needs following the elder abuse she experienced.

Client story 3 - Tony
Tony was a 78 year old man whose son was perpetrating financial abuse against him.

His son, Con, had stolen his bank card and was spending his money (without permission) on gambling and
drinking. Tony had previously appointed Con as a power of attorney.

Tony was referred to Eastern Community Legal Centre’s Elder Abuse Response Program who, on Tony’s
instructions, called his bank and asked them to pause any transactions on his account. ECLC notified the bank that
they would be preparing a revocation of the power of attorney but asked the bank to make a note on his Tony’s
account in the interim which stated not to allow his son to withdraw money due to financial elder abuse. The
bank agreed to do this.

When the revocation of power of attorney document was finalised, ECLC forwarded it to the bank and they
confirmed a copy had been placed on Tony’s account along with an instruction not to accept his son’s enduring
power of attorney (should he seek to use it.)

15. As demonstrated by the above client stories, the way that a bank responds to potential or actual financial
abuse can have a significant impact on whether that abuse occurs or whether it is prevented. Ultimately it is
possible for bank’s actions to stop financial abuse from occurring.

16. In order for frontline staff to be most effective at identifying ‘red flags’ of abuse (and responding
appropriately) when interacting with their older customers, there are a number of steps that should be taken,
as outlined below.
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Recommendation 1 - More comprehensive training for banking staff: Banking staff should receive training on:

e how to identify ‘red flags’ of elder abuse and what steps to take if identified
e how interactions between the bank may impact on the older customers’ safety and how to limit this risk
e decision-making capacity and supported decision-making

Recommendation 2 - One-on-one interactions with older customers: Banking staff should seek to interact and
speak directly with the older customer, preferably one-on-one, and generally not take instructions from another
person who is present for example a family member, friend or carer (unless there is a relevant EPOA in place —in
which case the bank should still seek to involve the older person in line with best practice supported decision
making principles.)

Recommendation 3 - Independent interpreters for older customers: Banking staff should be required to engage
an independent interpreter for older customers who speak English as a second language, and not allow a family
member, friend or carer to provide interpreting services.

Recommendation 4 - Recording abuse: There should be processes and systems implemented to ensure that any
interactions that may indicate a risk of financial abuse, as observed by banking staff, are recorded consistently.

Recommendation 5 - Escalation procedures: There should be clear escalation procedures where financial elder
abuse is observed or suspected.

Recommendation 6 - Amendments to the Code: The Code should be amended to include provisions directly
relating to elder abuse and detail the steps member banks will take to prevent financial elder abuse.

Supported and substitute decision-making and Enduring Powers of Attorney

17. Banks commonly deal with Enduring Power of Attorney documents (EPOAs) and over the years there has been
work done to increase understanding of the risks posed by EPOAs including financial abuse. However more
needs to be done to ensure banks’ staff-members’ understanding of decision-making capacity and supported
decision-making in the context of EPOAs and beyond.

18. EPOAs are an important tool to empower older people (and all people) to plan ahead and appoint a substitute
decision-maker with authority to make decisions and take actions in respect of their financial matters, among
other things.

19. A person (the principal) may appoint a substitute decision-maker (the attorney) under an EPOA. The principal
can elect to have the EPOA come into force immediately or at a later time, for example, when a doctor deems
the principal to no longer have the requisite decision-making capacity to manage their finances.

20. Asis well known, EPOAs can be used as a tool to perpetrate financial elder abuse. For example:

8
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a. Someone may coerce an older person into signing an EPOA to appoint them as an attorney — where the
older person doesn’t understand the effect of the document — with the intention of accessing and using
their funds for their own benefit;

b. An attorney appointed under an EPOA may use the EPOA for some legitimate purposes (to support the
principal/older person’s will and preferences and manage their financial affairs) but may simultaneously
use the EPOA for nefarious and illegitimate purposes, for example, to use the principal’s funds for their
own benefit; or

c.  Where an EPOA states that it only comes into force when the older person lacks decision-making capacity,
an attorney may represent that the principal has lost decision-making capacity (in a situation where the
principal still has decision-making capacity) and claim that they therefore have authority to act under an
EPOA when at law they do not.

Banks commonly rely upon EPOAs in their dealings with customers and various guidelines are available to
assist banks in interpreting and using such documents. However in ECLC’s experience, there is room for
improvement in the way banks interpret and rely upon EPOAs. Specifically, there is room for improvement in
banking staff members’ understanding of decision-making capacity and supported decision-making.

Assessing decision-making capacity is a specialised skill that is generally undertaken by medical practitioners
or specialist lawyers. However it is important that banking staff have a proficient understanding of how
decision-making capacity is assessed and how EPOAs operate.

It is important that banking staff understand that decision-making capacity fluctuates and that just because a
principal has appointed an attorney under an EPOA does not mean that the bank should thereafter only
interact with the attorney. For example:

a. If an EPOA states that it only comes into effect when the principal lacks decision-making capacity, it is
important for the bank to ascertain that the principal has in fact lost decision-making capacity prior to
liaising with the attorney.

b. Even if there is a capacity assessment that the bank has sighted which confirms that the principal lacks
decision-making capacity, it is important that the bank continues to involve the principal - as much as the
principal would like to be involved - with decisions and actions surrounding their finances, in line with
best practice in supported decision-making.

c. Itisimportant that banking staff understand that decision-making capacity fluctuates, so even if a
principal may lack decision-making capacity at a particular point in time or in respect of a particular
transaction or financial matter (for example, if they are very ill), they may have decision-making capacity
at a different point in time or in respect of a different matter.

Bank matters involving older clients who have an EPOA in place should be managed by staff who have
received training in respect of financial elder abuse, powers of attorney, decision-making capacity and
supported decision-making. All banking practices should be aligned with best-practice in respect of supported
and substitute decision-making.

9
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25. In addition, systemic law reform changes should be implemented by government to ensure that EPOA laws are
harmonised across the country and that an EPOA register is established which would enable better
protections for older people and a more workable EPOA system for everyone, including financial services.

Recommendation 7 - Supported decision-making: banks should adopt, as mandatory, best practice principles in
respect of supported decision-making and substitute decision-making.

Referrals to appropriate services

26. Banks should ensure they are providing sufficient support options, in accessible formats, for older people they
interact with who may be experiencing abuse.

27. Banks regularly come into contact with older people, who are experiencing financial elder abuse or other
significant challenges, and who may be interested in available support options. Bank branches are often one of
the few places that older people have face-to-face contact with other people. This provides an important
opportunity for the bank to offer information and support options for their customer, in circumstances where
they suspect this might be welcomed.

28. Although banks are encouraged to refer customers to external support, under the ABA’s Financial Abuse
Industry Guideline, in ECLC’s experience, banks do not tend to do this.

Recommendation 8 - Referral resources: Banks should have hard-copy resources which include a list of support
options that are available (including helplines and free legal options such as local community legal centres) which
they can offer to their older customers who are or may be experiencing financial abuse. Such resources should
be:

e co-designed with community members to ensure they are accessible, culturally sensitive and

appropriate;
e inplainlanguage; and
e available in multiple community languages;

b) the impact of the shift of financial products to online platforms
Lower digital literacy among older people

29. Many older people have lower levels of digital literacy than people of other ages in Australia. Lower digital
literacy can lead to an increased risk of financial abuse.

30. In 2023, the Australian Digital Inclusion Index found that people aged over 65 have lower digital literacy
capabilities than the national average, while those over 75 years old have considerably lower digital literacy.’

31. When someone is older, and they have other intersectional characteristics, it is even more likely that they will
have lower digital literacy. For example, if someone is over 70, poor, and speaks English as a second language,
it is more likely that they will have lower levels of digital literacy than someone who is over 70 and doesn’t
experience the other intersectional characteristics."

32. ECLC regularly works with older people who have very limited digital literacy. Many of ECLC’s older clients do
not own smart phones and do not regularly use computers. Some clients do not know how to use computers
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or smart phones at all. Many clients experience multiple intersectional factors, such as English as a second
language, mental health challenges, and poverty.

Financial elder abuse via online platforms

33.

34,

35.

36.

37.

38.

Despite the evidence that some older people (and others) have lower levels of digital literacy and benefit from
in-person services, banks have significantly reduced their branches and encouraged many customers to move
online. For example, from 2017 — 2024, nearly 800 bank branches in country Australia were closed."

Although an increase in technological solutions is inevitable and positive for many customers, for many older
people (and particularly older people from certain communities, including regional or remote communities
who have less reliable access to internet, and First Nations communities) it causes difficulties and sometimes
an increased risk of financial abuse."

The proliferation of online banking platforms and tools, and the commensurate reduction of face-to-face
banking services, have enabled some forms of financial elder abuse to be easier to perpetrate. In ECLC's
experience, it is common for clients who have experienced financial elder abuse for this to have been
facilitated in part (or entirely) through an online platform.

Online financial elder abuse can occur in a variety of situations, for example when ECLC’s clients:

a. have lower levels of digital literacy and a lack of confidence in online banking products and seek help from
friends or family members to assist them to navigate online platforms;

b. have their online login details stolen by a relative, friend, carer, or neighbour who then uses their details
to steal their funds and make unauthorized transactions; or

c. appoint an attorney under an EPOA who has access to the older person’s online banking platforms and
misuses their ostensible authority for their own benefit.

However it arises, perpetrators are able to perpetrate financial elder abuse via online platforms, for example,
by logging on to the older person’s online banking and making unauthorised transactions or applying for credit
online in the older person’s name (often unbeknownst to the older person). In these circumstances, if the
customer provided their banking details to the perpetrator (for example that person’s adult child), that person
is unlikely to recover lost funds where unauthorised transactions are made by the perpetrator due to
provisions under the ePayments Code which regulates electronic payments.* More information is available
below at para 63.

In some circumstances, ECLC’s elder abuse clients have been strongly encouraged by their banks to ‘move
online’, whether by setting up online banking or downloading an online banking app. Often ECLC's clients did
not actively seek out the option of moving to online banking platforms, and at times felt that their banks had
made it seem like a compulsory transition. It is common for ECLC’s clients to have online banking platforms
that they do not know how to use, leaving them more vulnerable to financial abuse.
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Client story 4 - Dom

Dom is a 74 year old man. He was born in Greece and came to Australia as a young man and worked as a labourer
which he still does today.

One day Dom went into his local bank branch to make a deposit. The teller told him that he should get a banking
app on his phone. Dom told the teller he didn’t know how to use that and didn’t want it. But the teller strongly
encouraged him to do it anyway. Dom agreed and the teller helped him download the app. Dom left the branch
and never used the app — he didn’t know how to.

The next time he got his bank statement in the mail he was shocked to find two transfers to an external account
amounting to $5000 each. Dom immediately suspected his daughter, who was staying with him having recently
been divorced.

Dom went straight into the bank and told them about the unauthorised withdrawals. They confirmed that the
transfers had been made to an account in his daughter’s name. The bank encouraged Dom not to provide his
banking information to his daughter. He confirmed he had not shared any such information with her.

Two weeks later Dom discovered another $12,000 was missing in his account. He again went to the bank,
incredibly distressed. The bank confirmed they would block transactions on his account, but they hadn’t taken
any action following the initial unauthorised transactions. They refused to provide any other information.

Dom sought assistance from Eastern Community Legal Centre with advice on his options going forward.

Client story 5 - Janice

Janice is a 68 year old woman. She recently sold her house and gave the proceeds to her son and daughter-in-law,
who used the money to buy a house for all of them to live in together.

One day Janice went to the mailbox and saw a letter addressed to her from a debt collector. She opened the
letter and was surprised to find that they were advising her that they were soon to commence proceedings
against her in court to seek to recover the amount of $15,000 owing on her credit card.

Janice was confused — she didn’t have a credit card and never had. She went to speak to her son who confessed
that he had used her identification documents and applied for and obtained a credit card in her name online.

Her son said he had spent the money on a holiday he went on recently with his wife and could not afford to pay it
back.

Janice didn’t have any money other than her age pension and was terrified to go to court. She came to Eastern
Community Legal Centre who assisted her with understanding and pursuing her legal options.
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Recommendation 9 - Face-to-face and telephone services: Banks should provide accessible and face-to-face and
phone support for older customers that is available in a reasonable timeframe.

Recommendation 10 - Stop encouraging uptake of online services for older people who do not want them:
Banks should not encourage customers to get online banking where they do not feel comfortable using it.

Recommendation 11 - Warnings about getting help from loved ones: Banks should provide warnings to
customers about the risks of financial abuse if they seek support from family and friends with online banking.

30.

40.

41.

42.

Relationship scams

Another context in which online platforms have been used for financial elder abuse is for romance or
relationship scams. The significance of this issue has been recognised for some time by the financial services
industry and is reflected in a number of resources including the Safe and Savvy Guide published by the
Australian Banking Association.

ECLC has assisted a number of elder abuse clients who have fallen victim to such scams. Typically the scams
have been instigated online, either via a social media platform such as Facebook, or via a messaging app such
as Whatapp. The scammer has developed a relationship of trust with the older person over time, and
eventually requested that funds be sent to them, typically to support them through some sort of purported
crisis or challenge they were allegedly experiencing.

ECLC’s elder abuse clients have either then transferred funds via online banking or provided physical items or
cash to the scammer. These are often significant amounts of money.

Although some positive steps have been taken by banks in terms of detecting ‘red flags’ of scams and activities
that are likely to indicate scams, more proactive steps need to be taken to protect older people from being
defrauded of large sums of money via online scams.

Recommendation 12 - Proactive steps to prevent romance scams: Banks should continue to take more proactive
steps in respect of romance scams targeting older people, including by continuing to use systems to capture risky
transactions, alerting older people to the risks involved, and supporting older customers to identify romance
scams themselves.

¢) any other contributory factors.

Equitable support and reducing barriers

43.

Any person who speaks with a bank about financial abuse — whether on their own behalf or on behalf of
someone else (for example a client) — and regardless of whether they use the term ‘financial abuse’ or not -
should be met with a consistent and equitable response and be given the same treatment and opportunities
for remedies and recourse.
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44. Currently there is a disparity and inconsistency with the way that banks engage with different individuals and
professionals, in ECLC's experience. For example, banks tend to engage differently with community lawyers
when compared to financial counsellors.

45. ECLC has found that banks interact with financial counsellors with ease and tend to be relatively responsive to
queries and correspondence from financial counsellors. Financial counsellors typically have a specific team
they can speak with (typically a team that is trained in working with people experiencing vulnerabilities as well
as family violence and financial hardship policies) and the teams tend to be responsive and helpful.

46. In ECLC’s experience, banks have taken a common sense approach and generally accepted when ECLC’s Elder
Abuse Financial Counsellors have attested that their clients have experienced elder abuse. In other words, the
banks have not generally required onerous documentation in order to ‘prove’ that elder abuse had occurred
(such as statements of financial position, family violence intervention orders, or medical certificates). This is
very helpful as it reduces distress and the burden placed on elder abuse clients.

47. ECLC's community lawyers, on the other hand, are often met with different responses from banks. Often,
when a community lawyer identifies that they are acting on behalf of a client who has experienced financial
elder abuse, the lawyer will automatically be referred to a bank’s legal department who may or may not have
training, experience, or understanding of financial elder abuse. More information about this is included below.

48. In addition, in some circumstances, banks request medical evidence or other documentation to ‘prove’ that
elder abuse has occurred. This can cause distress and practical challenges which can create barriers to older
people experiencing abuse from obtaining support from banks.

49. Regardless of who speaks to a bank about financial elder abuse — whether it is an older individual, a lawyer, a
financial counsellor, or someone else with the consent of the older person — banks should ensure that there is
consistency across the board and should actively work to reduce barriers so that people can more readily
obtain support or assistance. One way this could be achieved is by referring all people (or representatives of
people) who have experienced elder abuse and require ongoing support from a bank to a vulnerable persons
team.

Recommendation 13 - Guaranteed referrals to vulnerable persons team & equitable responses: Banks should
refer all people or representatives of people experiencing elder abuse, who are seeking ongoing support from the
bank relating to that matter, to a vulnerable persons team that has had specialised training in elder abuse. Banks
should otherwise ensure all such customers or representatives receive an equitable and consistent response
when seeking support with financial elder abuse.

Barriers and delays for community lawyers seeking to help their clients

50. Banks should ensure that their legal departments do not cause unnecessary barriers and delays for lawyers
who are representing clients who have experienced financial elder abuse.

51. Some of ECLC's community lawyers have had some negative experiences liaising with some banks’ legal
departments, including extended delays in communications and other barriers. For example, some banks have
on occasion refused to accept signed letters of authority provided by ECLC without explaining why or have
instead requested a different signed letter of authority (which is not substantively different). These requests
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by the banks are sometimes attributed (without further explanation) to the banks’ obligations under the
Privacy Act 1988 (Cth).

52. Requests such as these can cause unnecessary delays, difficulties, and distress for elder abuse clients
particularly given that it is often very difficult to obtain another signed document from an elder abuse client.
This is because often elder abuse clients can struggle to meet with their lawyer due to mobility issues, low
digital literacy or lack of access to a computer or phone, and/or difficulty in having a private phone call or
leaving the house when they live with the perpetrator of the abuse.

53. By making it difficult for lawyers to communicate with banks about financial elder abuse, banks are ultimately
creating barriers for older clients who are experiencing or at risk of financial elder abuse.

Client story 6

Eastern Community Legal Centre’s Community Lawyer — Elder Abuse wrote to a major bank on instructions of a
client who had experienced financial abuse.

The Community Lawyer requested copies of the client’s bank statements from a certain time period and
documentation relating to a mortgage. The Community Lawyer provided a letter of authority signed by the client.

The bank took 4 weeks to respond and then noted they were unable to fulfil the request due to the letter of
authority. They requested the client contact them directly to resolve the issue.

The Community Lawyer sought to clarify what the bank required, but was unable to get a substantive response
from the bank.

The client was experiencing significant ill-health and was unable to speak with the bank directly.

Ultimately due to the client’s ill-health, it took months before the client was able to engage with the bank directly
and confirm their request for the documentation. This meant that months of time were lost where the
community lawyer was stymied from progressing the client’s legal matter.

Record-keeping

54. Banks should be required to keep archived bank records for longer than 7 years to give a better chance to
people who have experienced historical financial abuse to identify and evidence the abuse.

55. In ECLC's experience, there is an inconsistent approach taken by banks in respect of record-keeping or
archiving historical bank statements and other documentation. This is important in the context of financial
elder abuse, as it is common for elder abuse clients to seek support for financial abuse that has occurred
historically — either which they already knew about but didn’t want to take action about earlier; or they have
become aware of at a later date.

56. In order to gather information or evidence about the potential or actual financial abuse so that legal advice
and representation can be provided to the client, ECLC often contacts banks to request that they provide
historical bank statements, sometimes which are more than 7 years old. On some occasions, the banks are
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able to locate the statements and provide them, whereas on other occasions they advise that they do not
retain historical records.

Under the Corporations Act, banks are required to retain financial records for 7 years after the transactions
covered by the records are completed.* It is recommended that this period is extended in recognition of the
fact that it is common for elder abuse clients to seek legal advice about historical financial abuse and not have
their own records, thereby relying on documentation in their banks’ possession. Although some limitation
periods will have been exhausted after 7 years, there are still options available to people who have
experienced historical financial abuse, including negotiation and alternative dispute resolution.

Recommendation 14 - Longer archived records: Banks should be required to obtain customers’ financial records
for longer than 7 years to enable people who have experienced financial elder abuse a better chance at having
evidence of that abuse.

2. The effectiveness of existing legislation, common law, and regulatory arrangements
that govern the ability of financial institutions to prevent and respond to financial
abuse

Financial counselling solutions are often more accessible than legal solutions

58.

59.

60.

61.

62.

ECLC’s experience is that, typically, specialist elder abuse financial counsellors tend to obtain the best tangible
outcomes from banks when it comes to clients who have experienced financial elder abuse, relying on
compassionate grounds and hardship and family violence policies, rather than lawyers relying on legal
grounds.

ECLC provides legal advice about potential legal avenues open to clients who have experienced financial elder
abuse. This includes potential causes of action against the other party (the perpetrator of elder abuse — most
often their adult child). Most often, these legal avenues are undesirable to clients due to the difficulty in
taking action against the perpetrator whether that’s due to their close relationship with them, fear of
repercussions, or concerns about drawn-out legal dealings or court proceedings.

ECLC also provides legal and financial counselling advice and information to clients regarding potential options
available against banks. Typically, at first instance, the elder abuse financial counsellor deals with the banks on
behalf of clients.

ECLC's experience is that, most often, the specialist elder abuse financial counsellors are most successful in
achieving tangible outcomes for the clients by liaising with the banks’ vulnerable persons teams and relying on
compassionate grounds and the banks’ financial violence and/or hardship policies. Due to this, it is often
unnecessary for a lawyer to become involved, as it can be resolved by the financial counsellor negotiating with
the bank.

As was found by an independent evaluation into ECLC’s Elder Abuse Response Programs:

The financial counselling role... was also highly valued and was often directly linked to tangible financial
outcomes...the financial counsellor could achieve outcomes that were unexpected...These outcomes were
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particular to the financial counsellor role and not achievable by other professionals, highlighting again the
impact of the integrated practice model.*

Client story 7 - Christos

Christos was a 68 year old man who was losing mobility and independence due to Parkinson’s disease. He gave his
debit card to his daughter to help him with shopping.

Over a period of time she withdrew $5,000 at ATMs from his account for herself. They purpose of the account
(which the daughter knew) was to hold funds for his adult son who had a significant disability.

Christos went to the police who asked the bank to look at the CCTV of the ATM at the time of the withdrawals.
The bank declined to help or refund any of the $5,500.

When Eastern Community Legal Centre’s Elder Abuse Financial Counsellor became involved and asked the bank to
refund the funds due to elder abuse and on compassionate grounds (particularly given that both Christos and his
adult son were impacted) they agreed to refund the money to Christos.

Unauthorised transactions and liability

63. The ePayments Code, a voluntary code administered by the Australian Securities and Investments Commission
(ASIC) which regulates electronic transactions, provides that:

a. aperson must not voluntarily disclose their banking passcodes to anyone else; and

b. if they do provide their banking details to someone else, they (rather than the bank) will be liable for loss
caused by an unauthorised transaction (with some exceptions).x

64. In ECLC’s experience, when unauthorised transaction/s have occurred in the context of elder abuse, banks
sometimes assume that a person has ‘voluntarily’ provided their banking passcodes to another person (who
has then used them to make an unauthorised transaction). In such cases, banks can seek to attribute full
liability to the customer, rather than accepting any liability themselves.

65. In fact what often occurs in the context of financial elder abuse is that either an older person has sought help
with banking and a family member has then stolen their banking information; or the older person may have
provided banking information to a perpetrator, as requested, due to their fear of the perpetrator.

66. Itisimportant for the instruments that regulate liability for losses from unauthorised transactions are
informed by the evidence in relation to family violence, elder abuse, and coercive control and recognise that
just because someone has someone else’s banking information, doesn’t mean that it has been voluntarily
provided to them — particularly in the context of a violent relationship.

67. A decision by the Australian Financial Complaints Authority (AFCA) in 2022% grappled with this issue. In that
case, a female customer who had experienced long term family violence had given her pin number and bank
card to her abusive ex-husband, who used them to withdraw around $120,000 in multiple transactions from
an ATM. AFCA ultimately found that the bank had failed to meet the standards of a diligent and prudent
banker because they failed to identify that unauthorised transactions were occurring, and that they were
liable for $117,000 (the female customer was liable for $3000). Relevantly, AFCA found that:
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The panel is acutely mindful that in circumstances of domestic violence, a victim’s disclosure of a pass code
to an abuser may not be voluntary and may have been coerced through threats of violence. X"

68. ECLC agrees with the tenor of this AFCA decision which demonstrates how this issue should be managed more
broadly —that is, banks should be liable for losses incurred via unauthorised transactions where banks failed to
take reasonable steps to identify ‘red flags’ of unauthorised transactions in the context of family violence or
elder abuse.

Recommendation 15 - Liability for unauthorised transactions: In circumstances where a bank customer (victim-
survivor) provides banking information to another person (perpetrator), in the context of family violence or elder
abuse, and then the perpetrator uses that information to make unauthorised transaction/s:

a) A bank should not be able to treat the fact that the information was shared by the victim-survivor as a way to
limit the bank’s liability to cover losses caused by those unauthorised transaction/s; and

b) the ePayments code and other relevant instructions and legislation should be amended to reflect the above
recommendation (a).

3. Other potential areas for reform, such as prevention, protection, and proactive systems

Suspicious activity monitoring technology

69. Banks should be making better use of suspicious activity monitoring technology (which is used in other
contexts such as money laundering and scams) to proactively detect transactions that are likely to comprise
financial elder abuse.

70. Banks have for years been using technology to detect suspicious transactions and to identify ‘red flags’ of
certain kinds of financial behaviour online. For example:

c. Inthe context of money laundering, Australian banks are required to have robust anti-money laundering
systems and controls in place and use data and machine learning to detect suspicious transactions;* and

d. Inthe context of scams, Australian banks have implemented a range of initiatives to seek to protect
customers from scams, including detecting suspicious transactions.*!

71. In 2021, the ABA released an industry guideline called ‘Preventing and responding to financial abuse (including
elder financial abuse)’ which, among other things, indicated that ‘banks will investigate the feasibility of using
existing suspicious activity monitoring technology to detect uncharacteristic behaviour that could be indicative
of financial abuse.” i Although a few banks have taken steps to utilise technology in this context since 2021,
there is not an adequate industry-wide commitment or approach.
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72. In ECLC's view, it would make a significant impact if banks were required to use such technology to detect

likely financial elder abuse as it would have the capacity to prevent ongoing abuse and prevent significant loss
of funds.

Client story 8 - Dolly
Dolly is a 76 year old women who had a terminal iliness and was the guardian for her infant granddaughter.

One of her daughters offered to help out with some shopping and pharmacy trips and Dolly handed over her
debit card for this purpose. Her daughter perpetrated financial abuse by using the card at gambling venues and
spent almost $45,000. These transactions were very different from the usual pattern of spending that the client
had and the bank didn’t ‘flag’ them or draw then to the client’s attention.

Dolly was referred to Eastern Community Legal Centre’s Elder Abuse Response Program and the financial
counsellor bought it to the bank’s attention and asked them to refund the stolen funds. The bank refused on the
basis that Dolly had given the card and the PIN to her daughter and therefore the bank denied liability. They bank
instead offered approximately $3,500 to the client as a good will gesture. ECLC offered to take the matter to the
Australian Financial Complaints Authority however the client declined as she was very weak from the cancer
treatment.

If the bank had identified the suspicious transactions early on, it could have prevented Dolly from losing more
than $40,000 due to financial elder abuse.

Recommendation 16 - Better use of suspicious activity monitoring: Banks should be required to use suspicious
activity monitoring technology to detect probable financial elder abuse. In developing and implementing this
approach lessons should be drawn from other contexts in which such technology is used successfully including
anti-money laundering and scams.

Recommendation 17 - Banks should be accountable for failing to detect red flags of elder abuse: Where banks
have failed to take reasonable steps to identify suspicious transactions where certain red flags were present, in
the context of financial elder abuse, banks should be liable to reimburse older clients for their losses.

5. The role of government agencies in preventing and responding to financial abuse

73. Government is responsible for protecting its citizens from harm. Financial elder abuse is a prevalent harm
which has devastating and long-reaching effects on older people and their loved ones. It is the government’s
job to work to prevent such harm from occurring and to design laws, regulation and systems that minimise
harm to older people.

74. More specifically, there have been calls for decades for reform of the enduring powers of attorney laws
throughout Australia. In October 2023 the Commonwealth Attorney-General’s Department released a
consultation paper titled ‘Achieving Greater Consistency in Laws for Financial Enduring Powers of Attorney’
Consultation Paper®i and ECLC made a submission in response.

75. Inshort, in respect of EPOA laws, the Commonwealth Government should act urgently to:
e. Harmonise EPOA laws in Australia; and
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76. In addition, it is the government’s role to ensure there are sufficient free support services available to support
members of the community experiencing financial elder abuse. This includes funding for specialist,
multidisciplinary elder abuse services in community legal centres and specialist elder abuse financial
counsellors.

f.  Establish a national EPOA register.

77. Finally, government has a role to play in modelling best practice when it comes to financial abuse that is
perpetrated via government services and platforms. For example, financial elder abuse is often perpetrated
through MyGov and Services Australia by perpetrators of elder abuse redirecting age pensions or fraudulently
claiming a carer’s allowance, residing with the older person they are purporting to care for, but not providing
any care to an older person. There are significant improvements that can be made to government systems to
prevent elder abuse and respond appropriately when red flags of elder abuse occur.

Recommendation 18 - EPOA register and harmonisation: the Commonwealth Government should act urgently to
harmonise EPOA laws in Australia and establish a national EPOA register

Recommendation 19 - Modelling best practice in government services: the Commonwealth Government should
model best practice in the way it designs government services and platforms (particularly MyGov) when it comes
to preventing and identifying financial elder abuse.

Funding for specialist elder abuse services in community legal centres

78. The Commonwealth Attorney-General’s (AG) Department funds 12 Specialist Elder Abuse Services across
Australia which are delivered by 11 organisations including ECLC (SEAS). There are additional specialist elder
abuse services funded by state and territory governments.

79. The SEAS programs have been successful in supporting older people experiencing or at risk of elder abuse as
demonstrated by multiple independent evaluations including an independent evaluation commissioned by
ECLC,* and an independent evaluation commissioned by the Attorney-General’s Department,™ which found
among other things that: “there is a need for specialist services for older people experiencing or at risk of
elder abuse. This cohort requires combined legal and social worker support...”*?

80. Having a financial counsellor as part of a specialist multidisciplinary elder abuse service can have a significant
positive impact for people who are experiencing financial elder abuse. ECLC’s Elder Abuse Response Programs
are fortunate to include financial counsellors who have achieved life-changing outcomes for clients.

81. Despite their success, specialist elder abuse programs remain under-funded. As a result, older people who are
being abused are being turned away or put on waitlists when they seek help. It is critical that specialist
multidisciplinary elder abuse services, modelled on existing successful programs such as ECLC’s ELSA and ROSE
Programs, are adequately funded.
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Funding for early intervention and primary prevention work in community legal centres

82. lIssues like financial elder abuse do not happen in a vacuum. Addressing complex social issues within the
broader elder abuse context requires long-term approaches working across all levels and all settings in the
community from primary prevention, secondary prevention (early intervention) and tertiary prevention
(response).

83. Early intervention activities, including education and awareness raising, are critical to prevent elder abuse and
to equip people with information and knowledge so that they are aware of their rights and options if they are
concerned about, at risk of, or experiencing elder abuse (including financial abuse).

84. Primary prevention involves moving beyond just responding or reacting to financial elder abuse, and instead
focusing on the attitudes and social conditions that drive it. This means “tackling the underlying drivers of
abuse, including ageism and gender inequality, as well as other forms of discrimination and marginalisation in
order to create a culture that promotes respectful relationships.”*3

a)

b)

Recommendation 20 - Investment in specialist elder abuse response services, early intervention, and primary
prevention work: Government at all levels should:

increase funding for community legal centres to deliver specialist multidisciplinary elder abuse services
(including lawyers, social workers, and financial counsellors), modelled on existing successful programs
such as ECLC’s ELSA and ROSE Programs;

increase funding for long-term primary prevention initiatives including further research into the drivers
of elder abuse and ageism and how to effectively address these matters to prevent elder abuse from
happening;

invest in a National Primary Prevention Framework to guide good practice and evidence-based
approaches to preventing elder abuse before it occurs;

increase awareness raising campaigns around elder abuse;

provide dedicated funding to services, including community legal centres, so that they can continue to
provide community education to diverse community members who would not otherwise have access to
important information and education about elder abuse, the law, their rights, and where to get help.

Contact details — Eastern Community Legal Centre

This submission was written by Eastern Community Legal Centre (ECLC). ECLC welcomes the opportunity to discuss
any of the matters raised. For any queries at first instance, please do not hesitate to contact:

Claire Thurstans, Law Reform and Policy Advisor — Elder Abuse, clairet@eclc.org.au
Paul Were, Managing Lawyer — Elder Abuse, paulw@eclc.org.au
Belinda Lo, Director — Legal Services, & Principal Lawyer belindal@eclc.org.au
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