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KHEMNA (SCAM) CIH PEN MITPHIAL KHAT AHI HI

MIKHEMTE IN NANG TAWH KIHO NANG HANCIAM THEI DING UHHI

ONLINE PAN PHONE 
TUNGTAWN 
PAN

A MI NGIAT IN

NA MIMAL 
THUTE THEIH 
NANG 

UPADI TAWH KITUAKLO 
GAMTATNATE AH HONG 
KIHEL SAK NANG  
(A TAMZAW NANG THEIHKHAK LOH IN)

NANG KIANG 
PAN SUM  
NGAH NANG
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KHEMNA AHIHLAM 
HILHKHOLHNATE
KHEMNA A TAMZAW:   
A nasia diak khemnate 
•	 Nasep, omna inn ahihkeh innsaap pia ding
•	 Online ah van manpha khatpeuh zuak ahihkeh lei
•	 Summetbawl nasepnate 
Haksat buaina khatpeuh tawh kisai khemnate  
•	 Gamdang paitheihna lai (visa) ahihkeh gambelhna tawh kisai haksat buainate
•	 Siah ahihkeh sum leibat dang
•	 Upadi tawh thubawlin lauthawngsaknate
Zawlthu tawh khemnate
•	 Online pan kimu-in, kingaihpih mi khatpeuh kiang pan sum kingetna
Mimal thu ciaptehnate tawh khemna
•	 Bank ahihkeh company te in na thu a kicingin hong “sit” nuam
Sum alomin khemna
•	 Ongbali ahihkeh letsong ngah
•	 Kuama theihloh neihlehlamh
•	 Nasep ngah nang sum lakkholhna

KHEMNA AHI THEI THUTE:
•	 Nawhkintakin vaihawm ahihkeh a nunung ding hun ciangtan.
•	 Sum leh pai met ngah dingin kamciam.
•	� Sum liau kha ding, upadi tawh thubawl ding ahihkeh thung ah khum ding cih tawh hong lausak.
•	 Lametloh phone hopihna, email ahihkeh laikhak ngah.
•	� Gift cards ahihkeh wire transfers cih bang, na khatpeuh ading pongman danin sum hong pia sak’.
•	 Login lut nang link hong pia.
•	� Email ahihkeh laikhak khatpeuh nang min tawh hong khak pah lo - Gentehna, ‘A zahtakhuai  

ABL bank customer aw’ cih bang.
•	 Na khatpeuh sum piakkholh nang hong ngen.
•	� Mimal tawh kisai thute hong ngen - Gentehna, na My Gov ahihkeh bank laite, ahihkeh na 

computer honna.
•	 Na khatpeuh lei ding ahihkeh manlangtakin khentat ding hong sawl gawp.
•	� A hi ding tawh a kibang mahmah na khatpeuh hong khiam - Gentehna, online vanzuak  

vanlei thukimna, kidemna gualzawhna letsong, neihlehlamh ahihkeh a lamdang nasep  
geelna khatpeuh ah summet bawl dingin sapna.



LAIMAI 4    A TAMPEN KHEMNATE

KH
EM

N
A 

N
A

M
 T

U
A

M
TU

A
M

TE

A TAMPEN KHEMNATE
MARY 
Mary in ‘kong sumpiak uh ka khawlbawl ta uhhi.., 
kong piakkik theih nangun na thute kicianin nong 
genkik kul hi. Na myGov account tawh kisai 
ciaptehnate a manloh lam zong ka thei kha uhhi. 
Hih laikhak nuai-a link mekin na mimal tawh kisai 
ciaptehna laite upload in’.

NICK 
Nick in mi khat kiang pan phone hopih ngahkha-
in Australia Siahpiakna Zum (Australian Tax 
Office) nasem khat ka hi ci hi. Tua a hopih 
pen in sazian sitna ka bawlkhin zo uhhi. Nick in 
sumbat nei-in, upadi tawh thu kibawl loh nang 
nawhkintakin a piak ding kisam hi. Nick in $1000 
man iTunes gift cards lei sakin tua phone hopih 
kiangah gift card serial nambat kikhak sak hi.

ANJA 
Melbourne university ah pilnasin ahi Anja phone 
kihopihin, a passenger card tungah Melbourne 
vanlengtual ah a tunna ding gelhkhial kha hi ci’n 
gen hi. Tua phone hopih pen in Anja in a pianna 
gam pan gambelh phalna kician nei loin gambeel 
‘ginalo ciaptehna’ ah om hi ci’n gen hi. A gam 
ah kipuakkik thei ding hi ci’n Anja kigen a, tua 
thu tawh kisai Australia thuneite a hopih loh 
nang thu kipia hi. Tua phone hopih pen ii genna 
ah, Anja in teelding nih nei hi: a pianna gam ah 
ciahkik ding maw, ahihkeh tua thu a sian nadingin 
online portal pan $2000 pia ding cih ahi hi. 

LAURA
Laura in a bank pan email khat ngahin account 
ah sum tamthoh lua hi ci’n kigen hi - Laura in a 
bank ah sum a tamthoh luat loh lam teltakin thei 
hi. Tua ciangin phone hopih pen in Laura kiangah 
a login lut nading leh ama thute ciandot hi. A piak 
nadingin, email ah link mek sak hi. 

NAVI 
Navi in kipawlna khat pan email ngahin a nasep 
ngah nang sumpiakkholh manlangin a piak theih 
nadingin ka huh thei ding uh hi ci hi. Tua email 
sungah link mekin a thukicing a piak nang kigen 
hi.

LUCILE 
Lucile hunbit nasep tawlnga-in part-time a sep 
kawmin John tawh Facebook pan kimu hi. Nisim 
kiho-in lai kikhak uhhi. A tuunglamin, John 
pen ama tungah dik mahmahin ama hangin a 
lungsim nuam diak ci hi. John in Lucile kiangah 
Africa gamah a lawhcing mahmah suang manpha 
sumbawlna khat ka nei ci hi. Ni khat Lucile in 
John kiangpan laikhak khat ngahin mi khat in a 
sumbawlna tawh kisai thumanlo ci-in khia a hih 
manin palikte’n amah man ci hi. Tua ciangin John 
in - a suahtak nading lampi tua bek om hi cih tawh 
- thuneite a piaksim dingin Lucile kiangah $2000 
ngen hi. A suahtak phetin tua $2000 kong pia kik 
pah ding hi ci’n Lucile tungah kamciam hi.

(Thubulpi - Australia Mipi Huh Kipawlna (Services Australia), Victoria, Khemna-encik (Scamwatch), Australia 
Siah Zum (Australia Tax Office), Vanleite Vaisaina (Consumer Affairs Victoria), ECLC Deakin Sangnaupangte 
Upadi Lam Nasepna (ECLC Deakin Student Legal Service))
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KHEMNATE (SCAMS) KOICI 
PELH DING
KHEMTUAK LOH NANG PELHZIA DINGTE:
•	� Mi khatpeuh in hong hopih teh, a takpi ahih leh hihloh sittel nadingin – phone khia 

inla official nambat sam kik in.
•	� Email ahihkeh lai hong khak uh leh – nambat hong piak pen a hilo - official nambat 

tawh tua company ahihkeh  a thuneite kiang  dongcian in.
•	� Piak ding thukimna khatpeuh - a ngeina zah sangin - a uangluat leh kidawm in.
•	� Tawmvei nasep bek tawh thaman tampi ngah ding a ngeina mah hiam? - cih nang 

leh nang kidong in.
•	� Theihngeiloh midang khatpeuh cikmah hunin nang ii account zang sak kei in.
•	� Company te in na mimal bank account zangin sum khak lo ding hi.
•	� Western Union ahihkeh Bitcoin ahihkeh iTunes Gift cards pan theihngeiloh 

midang khat cikmah hunin sum khak kei in.
•	� Na mimal thute na khak ding mite kidawm in - nang ma mimal kiciaptehna pen 

sumleitawi lak nang, ahihkeh midangte khem nangin hong kizat sak thei hi.
•	� iTunes ahihkeh Google Play cih bang gift card ahihkeh voucher lei nang lamlahnate 

cikmah hunin hih kei in.
•	� Piakkhiatna na neih ma-in citpiaknate’ thumanna leh cihtakna dongcian masa in.
•	� Tua website a man takpi leh man takpilo sittel lo pi-in email ahihkeh laikhak sunga 

link cikmah hunin mek kei in.
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Khemtuak hi thei ning ci’n na patauh leh huhna nget theih nang lampi om hi.

KHEMNA NA TUAK LEH 
BANG CIH DING
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1. THUPUAK DING
Khemna-encik (Scamwatch) - khemna nam khempeuh tawh kisai thute, khemnate 
(scams) online ah kizasak thei hi

Vanleite Vaisaina (Consumer Affairs Victoria) - thulehlate leh ngaihsutpiaknate 
ahihkeh khemna tawh kisai zaksak nang

ACORN (Australia Cyber Thukhunpalsatna Online Thupuak Kizopna (Australian 
Cybercrime Online Reporting Network))- Australia kumpi cyber kepbitna Phualpi

Gamsung Vaisaina Zum (Department of Home Affairs) – Gamtai zuauna leh 
khemnate

IDCARE – na mimal ahihkeh ciaptehna laite hong kizatsim sak hi ci-in na upmawh leh 
IDCARE hopih in. Hih pen gambup mimal ciaptehna matpongtin bawlna zum ahi hi.

Online ah pilvang in (Stay Smart Online) – Online khemnate (online scams) leh na 
online teh nang leh nang kidal nang tawh kisai theih ding thute.

Australia Mipi Huh Kipawlna (Services Australia)  –khemna (scams) tawh a kisai 
Centrelink, Medicare, Child Support leh myGov sunga thute – thulehlate pau nam 
tuamtuam tawh om hi.

Victoria Palikte (Victoria Police)

2. UPADILAM NGAIHSUTPIAKNA NGEN IN 
Vanleite Thukhun Sepkhiatna Zum (Consumer Law Action Centre)
Nisuahnalam Tangpi Thukhun Zum (Eastern Community Legal Centre)
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THULEHLA A KICINGZAW
KHEMNA-ENCIK (SCAMWATCH)

https://www.scamwatch.gov.au/types-of-scams/current-covid-19-coronavirus-scams

VANLEITE VAISAINA (CONSUMER AFFAIRS VICTORIA)
https://www.consumer.vic.gov.au/resources-and-tools/scams

https://www.consumer.vic.gov.au/resources-and-tools/scams/avoiding-scams

ACORN (AUSTRALIA CYBER THUKHUNPALSATNA THUPUAK 
KIZOPNA (AUSTRALIAN CYBERCRIME ONLINE REPORTING 
NETWORK))
https://www.cyber.gov.au/COVID-19

ONLINE AH PILVANG IN (STAY SMART ONLINE)
https://www.staysmartonline.gov.au/alert-service/continued-widespread-reports-
covid-19-malicious-scams

https://www.staysmartonline.gov.au/alert-service/beware-scam-emails-
threatening-reveal-personal-and-sensitive-information

AUSTRALIA MIPI HUH KIPAWLNA (SERVICES AUSTRALIA)
https://www.servicesaustralia.gov.au/individuals/subjects/scams-and-identity-theft

https://www.servicesaustralia.gov.au/individuals/subjects/scams-and-identity-
theft/how-know-if-its-scam

NISUAHNALAM KHUASUNG UPADI ZUM 
(EASTERN COMMUNITY LEGAL CENTRE)
1300 32 52 00  |  eclc@eclc.org.au  |  www.eclc.org.au


