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SCAM CU ZEIDAH A SI?
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I?SCAM CU HLENNAK PAKHAT A SI

MIHLENGTU PAWL NIH NANGMAH PEHTLAIH KHA AN I ZUAM KHO MEN

ONLINE IN FON IN MINUNG 
PUM IN

NANGMAH 
PUMPAAK 
KONG 
DIKTHLIR 
NGAH DING

SUALNAK HE 
AA PEHTLAIMI 
CAWLCANGHNAK 
PAWL AH NANGMAH 
TELH DING 
(NANGMAH HNGALH LO IN A SI 
THEO)

NANGMAH 
SININ TANGKA 
NGAH DING
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HLENNAK LEI RALRIN PEKNAK 
HMELCHUNHNAK PAWL
A SI TAWNMI HLENNAK PAWL:    
A thatukmi peknak lei hlennak pawl  
•	 Rian, inn asilole hlanhmi he aa pehtlaimi peknak
•	 Online in a man a fak taktakmi pakhat khat zuar ding asilole cawk ding
•	 Tangka hrambunh tuahnak lei timhlamhmi pawl
Harnak kongkau ah hlennak pawl  
•	 Visa asilole peemnak lei harnak pawl
•	 Ngunkhuai asilole adang tangka batmi
•	 Upadi lei dantatnak in thihpheihnak pawl
Duhdawtnak lei hlennak pawl
•	 Online ah na rak ton i pehtlaihnak na rak ngeihmi minung sin in tangka halnak
Pumpaak kong dikthlir  hlennak pawl
•	 Na pumpaak kong dikthlir  kha bank asilole kompani nih ‘chek’ a duh
Tangka tampi he aa pehtlaimi in hlennak pawl
•	 Awngbali poh asilole laksawng hmuh
•	 Alak in roconak
•	 Pensen hmuhmi tangka tuan ah hmuh khawhnak

HLENNAK A SI KHO MEN HIHI A SI AHCUN:
•	 Khulrang in tuah dingmi asilole rikhiahnak a ngeimi a si.  
•	 Tangka amiak pek dingin biakamnak a um.
•	 Dantatnak pawl, upadi lei dantatnak asilole thongthlaknak in an in thihpheih.
•	� Fon chawnhmi, email kuatmi asilole cakuatmi kha ruahlopi a si.
•	� Laksawng kat pawl asilole  hri thlennak tibantuk punghmaan pek tawn ning thil pakhat 

khat caah tangka pek dingin hal na si.
•	� Luhnak ding link pek na si.
•	� Nangmah pumpaak min chim lomi email asilole cakuat – Tahchunhnak ah, ‘Upatmi 

ABL bank hmangtu’.
•	� A hlankanh in thil pakhat khat caah tangka pek dingin hal na si.
•	� Pumpaak kong hal na si- Tahchunhnak ah, na MyGov asilole bank kong dikthlir, asilole 

na computer luhnak.
•	� Thil pakhat khat cawk dingah asilole rianrang in biakhiahnak tuah dingah hnekchih.
•	� A dikmi le a thatukmi a lo thil pakhat khat pek na si – Tahchunhnak ah, online 

thilzuarnak lei ah hnatlaknak tuah, zuamnak ah teinak laksawng co, roconak, amak 
tukmi timhlamhmi ah tangka hrambunhnak tuah dingah sawmnak. 
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A SI TAWNMI HLENNAK 
TUANBIA PAWL
MARY
Mary nih cakuat a dong i a chimmi cu ‘na tangka 
hmuhmi pawl pek kan ngol cang..,  tharchuah than 
dingah na pumpaak kong dikthlir kha na fehter a 
hau. Cun na myGov account dikthlir kha a diklomi 
a si zong kan hmuh fawn. Nangmah pumpaak 
kong tialmi upload tuah dingah hi cakuat i a 
tangleibik zawn i link kha zaangfahnak in hmet.’

NICK
Nick cu Australia Ngunkhuai Zung i riantuantu 
pakhat tiah aa chimmi minung pakhat khat nih 
a chawnh.  A chawntu nih a chimmi cu tangka 
cheknak tuah dih a si cang i Nick nih leiba na ngei 
i upadi lei in dantatnak na ton dingmi hrial dingah 
rianrang in na pek dih a hau ti a si. Nick cu iTunes 
laksawng kat pawl $1000 man cawk dingah fial a 
si i a chawntu sin ah laksawng kat pawl i a numbar 
pawl kha pek dingin fial a si. 

ANJA
Melbourne sianghleiruun ah ramdang in 
ca a hung cawngmi, Anja cu fon chawnh a 
tong i Melbourne vanlawngtual na phak lio i 
khualtlawng kat na phihmi kha a diklo tiah a 
ti. A chawntu nih a chimmi ah Anja cu amah 
chuahkehnak ram in mipeem sinak lei ah 
hnatlakpinak a ngei lo, cucaah mipeem sinak lei 
ah ‘phung nih awnh lomi cazin’ ah chiahmi a si a 
ti. Anja cu khirh than a si kho men tiah chimh a si 
i thil sining kongkau Australia nawlngeitu pawl sin 
ah pehtlaih lo dingin nawlpek a si. A chawntu nih 
a chimmi cu Anja nih thim ding pahnih a ngei: 
a chuahsemnak ram ah  kir than asilole ahmuh 
thianter dingah online in dah $2,000 liam 
pakhat paoh tuah ding a si. 

LAURA
Laura nih tangka a chiahnak bank sin in email a 
dong i a chimmi cu, na tangka chiahmi tamtuk 
lawmmaam na hman cang ti a si– Laura nih 
tamtuk lawmmaam a hmanlo kha fiang tein a 
hngalh. Cu hnu ah fon in Laura cu a hun chawn i a 
pumpaak konglam zoh ding le fehter dingah a fial. 
Cucu tuah dingah, email ah cun link hmet dingin 
fial a si.

NAVI
Navi nih buu pakhat sinin email a dong i a 
chimmi cu, pensen hmuhmi tangka tuan ah 
hmuh dingin Navi cu kan in bawmh khawh ti a si. 
A pumpaak kong dikthlir pek dingin email ah cun 
link hmet dingin fial a si. 

LUCILE
Lucile cu acheu pensen a la cangmi a si i Facebook 
ah John he an i tong. Ni fatin an ichawn hna i ca 
an ikua hna. A hramthawk ahcun, John cu amah 
caah a tha ngai ko i a zawn zong a ruah ngaingai. 
John nih Lucile cu Africa ah a hlawhtlingmi 
lungvar mansung sipuazi tuahmi a ngeihnak kong 
a chimh. Nikhat cu Lucile nih John sin in cakuat a 
dong i a chimmi cu palik nih an tlaih cang, aruang 
cu minung pakhat khat nih a sipuazi tuahmi 
kongah a diklomi sualputnak a tuah ti a si. John nih 
Lucile cu $20,000 kuat dingah a hal – a chimmi 
cu hihi lawng hi a luatnak ding lam a si cang – 
bawi pawl zikhnawh dingah. A luat lecaangka in 
$20,000 pek than colh dingin Lucile cu bia a 
kamh. 

(Hmuh khawhnak -  Australia i riantuanpiaknak pawl (Servcies Australia), Victoria, Scamwatch, Australia Ngunkhuai 
Zung (Australia Tax Office),  Victoria i Ahmangti Kongkau pawl (Consumer Affaris Victoria), ECLC Deakin 
Siangngakchia Upadi lei Riantuanpiaknak (ECLC Deakin Student Legal Service))
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HLENNAK PAWL HRIAL 
NINGCANG
HLENMI SINAK  HRIAL DINGAH TUAH DINGMI PAWL:
•	� Minung pakhat khat nih fon an chawnh tikah, a dikmi a si le si lo kha chek – chiah 

kanh law phung ning te a simi nambar kha chawn than.
•	� Kompani asilole nawlngeitu kha an zung fon nambar hmangin chek – nangmah an 

in pekmi nambar si lo in – email an in kuat asilole ca an in kuat ahcun.
•	� A dikmi le a thatuk a lomi peknak na hmuh tikah iralring – a si lengmangmi a si.
•	� Nangmah tein ihal- riantuan caan tlawmpal te lawng a simi caah tangka tampi pek 

hi a phung a si maw?
•	� Na account kha mising zeitikhmanh ah luhter  hlah.
•	� Tangka kuat dingah na pumpaak bank account kha kompani nih an hman a hau lo.
•	� Mising sinah Western Union asilole Bitcoin asilole ITunes Gift kat pawl hmangin 

zeitikhmanh ah tangka kua hlah. 
•	� Na pumpaak kong dikthlir na kuatmi minung kha iralring – nangmah konglam 

hmangin tangka cawi dingah hman khawh a si, asilole midang hlen khawh a si.
•	� iTunes asilole Google Play tibantuk laksawng kat asilole voucher cawk dingin 

tuahtermi pawl kha zeitikhmanh ah tuah hlah.
•	� Hlutnak pawl tuah hlan ah a dikmi hlutnak a sinak kha fehter.
•	� Website kha a dikmi a si le si lo chek ta lo in email asilole cakuat chung i link kha 

zeitikhmanh ah hmet hlah. 
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Hlen na ton khawh menmi kongah na lungretheih ahcun, bawmhnak hmuh dingah 
na tuah dingmi a dotdot in an um ko hna.

HLEN NA SI TIKAH TUAH 
DINGMI
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1. RIPAWT TUAH

Hlennak zohfeltu (Scamwatch) – hlennak a phunphun kong thawngthanhmi le 
hlennak kha online in na ripawt khawh 

Victoria  i Ahmangtu Kongkau pawl (Consumer Affairs Victoria) - thawngthanhnak 
le ruahnak cheuhnak asilole hlennak ripawt tuah ding

ACORN (Australia mi Cyber sualnak Online Ripawtpeknak lei Pehtlaihnak ((Australian 
Cybercrime Online Reporting Network)) – Australia acozah cyber humhimnak Hmun 

Ramchung Kongkau pawl Tawlteltu Phuthen (Department of Home Affairs) – 
Peemnak lei lihchimnak le hlennak pawl 

IDCARE – Na pumpaak kong asilole na sining kong ningcang loin hman a si tiah 
na ruah ahcun IDCARE pehtlaihnak tuah. Hihi manlo in rampumpi sining kongkau 
bawmhnak lei riantuan piaknak a si. 

Online ah Fimkhul tein Um (Stay Smart Online)  Online hlennak kong 
thawngthanhmi le na online tikah nangmah pumpaak naa runven khawh ningcang.

Australia i Riantuanpiaknak pawl (Services Australia)  –Centrelink, Medicare, 
Ngakchia Bawmhnak le myGov he aa pehtlaimi hlennak pawl kong ah thawngthanhmi 
-Holh phun tampi in thawngthanhmi hmuh khawh a si. 

Victoria Palik (Victoria Police)

2. UPADI LEI RUAHNAK CHEUHNAK LA 
Ahmangtu Tuahsernak Upadi lei Riantuanpiaknak Hmun  
(Consumer Action Law Centre)

Nichuahlei Mibu Upadi lei Riantuanpiaknak Hmun  
(Eastern Community Legal Centre)

https://www.consumer.vic.gov.au/resources-and-tools/scams
https://www.cyber.gov.au/COVID-19
https://www.homeaffairs.gov.au/trav/visa/migration-fraud-and-scams
https://www.idcare.org/
https://www.staysmartonline.gov.au/
https://www.servicesaustralia.gov.au/individuals/subjects/scams-and-identity-theft
https://www.police.vic.gov.au/palolr?gclid=Cj0KCQjw2PP1BRCiARIsAEqv-pRPnZrgHdve9ouktMN8pXF44IV6ycpVZpKQfTGTFu78aAARsajiJpcaAgy6EALw_wcB
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THAWNGTHANH MI TAMDEUH  
HLENNAK ZOHFELTU (SCAMWATCH)

https://www.scamwatch.gov.au/types-of-scams/current-covid-19-coronavirus-scams

VICTORIA I AHMANGTU KONGKAU PAWL (CONSUMER AFFAIRS 
VICTORIA)
https://www.consumer.vic.gov.au/resources-and-tools/scams

https://www.consumer.vic.gov.au/resources-and-tools/scams/avoiding-scams

AUSTRALIA MI CYBER SUALNAK INLONE RIPAWTPEKNAK LEI 
PEHTLAIHNAK (AUSTRALIAN CYBERCRIME ONLINE REPORTING 
NETWORK (ACORN))
https://www.cyber.gov.au/COVID-19

ONLINE AH FIMKHUR TEIN UM (STAY SMART ONLINE)
https://www.staysmartonline.gov.au/alert-service/continued-widespread-reports-
covid-19-malicious-scams

https://www.staysmartonline.gov.au/alert-service/beware-scam-emails-
threatening-reveal-personal-and-sensitive-information

AUSTRALIA I RIANTUANPIAKNAK PAWL (SERVICES AUSTRALIA)
https://www.servicesaustralia.gov.au/individuals/subjects/scams-and-identity-theft

https://www.servicesaustralia.gov.au/individuals/subjects/scams-and-identity-
theft/how-know-if-its-scam

NICHUAHLEI MIBU UPADI LEI RIANTUAN PIAKNAK HMUN 
(EASTERN COMMUNITY LEGAL CENTRE)
1300 32 52 00  |  eclc@eclc.org.au  |  www.eclc.org.au 

https://www.scamwatch.gov.au/types-of-scams/current-covid-19-coronavirus-scams
https://www.consumer.vic.gov.au/resources-and-tools/scams
https://www.consumer.vic.gov.au/resources-and-tools/scams/avoiding-scams
https://www.cyber.gov.au/COVID-19
https://www.staysmartonline.gov.au/alert-service/continued-widespread-reports-covid-19-malicious-sca
https://www.staysmartonline.gov.au/alert-service/continued-widespread-reports-covid-19-malicious-sca
https://www.staysmartonline.gov.au/alert-service/beware-scam-emails-threatening-reveal-personal-and-
https://www.staysmartonline.gov.au/alert-service/beware-scam-emails-threatening-reveal-personal-and-
https://www.servicesaustralia.gov.au/individuals/subjects/scams-and-identity-theft
https://www.servicesaustralia.gov.au/individuals/subjects/scams-and-identity-theft/how-know-if-its-s
https://www.servicesaustralia.gov.au/individuals/subjects/scams-and-identity-theft/how-know-if-its-s

